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Message Text 


PAGE 01 STATE 160342 
51 

ORIGIN COME-OO 

INFO OCT-01 NEA-10 ISO-OO EB-07 /018R 

DRAFTED BY COM/OED/MEPD/JLSMITH/MJJ 
APPROVED BY EB/OCA/CM/LKLIEFORTH 
COM/OED/MEPD/JNRANDOLPH 
COM/OED/MEPD/JRHEAGEN, DEP.DIR. 

COM/BIC/OIM (INFO) 

STATE/NEA/PAB/ASCHIFFERDECKER 

099217 

R082116Z JUL 75 
FM SECSTATE WASHDC 
TO AMEMBASSY KABUL 

LIMITED OFFICIAL USE STATE 160342 

E.O. 11652: N/A 

TAGS: BEXP, AF 

SUBJECT: MAJOR PROJECTS: DIRTY TRICKS 

REF: KABUL’S 3837 

APPRECIATE REFTEL. INFORMATION MOST USEFUL AS BACKGROUND 
FOR BRIEFING COMPANIES CONSIDERING BIDDING ON CONTRACTS IN 
AFGHANISTAN. TELEPHONE CONVERSATIONS WITH SARKARIA OF 
IECO AND SIMONS OF CENTEC INDICATE BOTH FIRMS GENERALLY 
AWARE CIRCUMSTANCES SURROUNDING RAILWAY STUDY AWARD AND NOT 
PARTICULARLY SURPRISED BY SITUATION. AS EMBASSY COMMENTS 
IN PARA NINE, EVENTS DESCRIBED NOT UNIQUE EITHER TO AFGHAN 
CONTRACTING AGENCIES OR TO FRENCH GOVERNMENT/BUSINESS 
PRACTICES. MOST COMPANIES WITH INTERNATIONAL BUSINESS 
EXPERIENCE ARE FAMILIAR WITH PRACTICES DESCRIBED AND, IN 
SOME CASES, WILLING FIGHT FIRE WITH FIRE. IN ANY CASE, 

DETAILED REPORTING ON ALL ASPECTS OF COMPETITIVE CLIMATE 
EXTREMELY HELPFUL. MORE AMERICAN COMPANIES BECOMING 

LIMITED OFFICIAL USE 
LIMITED OFFICIAL USE 

PAGE 02 STATE 160342 

INTERESTED IN AFGHANISTAN AND APPRECIATE ADVICE ON WHAT 
TO EXPECT BEFORE VISITING COUNTRY. 

EXEMPT FROM AUTOMATIC DECONTROL KISSINGER 
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LIMITED OFFICIAL USE 
« END OF DOCUMENT » 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 


Message Attributes 


Automatic Decaptioning: X 

Capture Date: 26 AUG 1999 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 08 JUL 1975 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: SmithRJ 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1975STATE1 60342 

Document Source: ADS 

Document Unique ID: 00 

Drafter: COM/OED/MEPD/JLSMITH/MJJ 

Enclosure: n/a 

Executive Order: N/A 

Errors: n/a 

Film Number: D750236-0609 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1975/newtext/t1 975071 04/baaaaoqv. tel 

Line Count: 57 

Locator: TEXT ON-LINE, TEXT ON MICROFILM 
Office: ORIGIN COM 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: 

Previous Classification: LIMITED OFFICIAL USE 
Previous Handling Restrictions: n/a 
Reference: n/a 

Review Action: RELEASED, APPROVED 
Review Authority: SmithRJ 
Review Comment: n/a 
Review Content Flags: 

Review Date: 29 JUL 2003 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <29 JUL 2003 by ShawDG>; APPROVED <25 NOV 2003 by SmithRJ> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
06 JUL 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 

Status: <DBA CORRECTED> mcm 971008 

Subject: n/a 
TAGS: BEXP, AF 
To: KABUL 
Type: TE 
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